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Part 12 Clauses
52.212-4 CONTRACT TERMS AND CONDITIONS -- COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (NOV 2023) FAR

52.203-14 DISPLAY OF HOTLINE POSTER (NOV 2021) FAR

As prescribed in 3.1004(b), insert the following clause:

(a) Definition.

“United States,” as used in this clause, means the 50 States, the District of Columbia, and outlying areas.

(b) Display of fraud hotline poster(s). Except as provided in paragraph (c).

(1) During contract performance in the United States, the Contractor shall prominently display in common work areas within business segments performing
work under this contract and at contract work sites.

(1) Any agency fraud hotline poster or Department of Homeland Security (DHS) fraud hotline poster identified in paragraph (b)(3) of this clause; and
(i1) Any DHS fraud hotline poster subsequently identified by the Contracting Officer.

(2) Additionally, if the Contractor maintains a company website as a method of providing information to employees, the Contractor shall display an
electronic version of the poster(s) at the website.

(3) Any required posters may be obtained as follows:

Poster(s) Obtain from

(Contracting Officer shall insert ---
(i) Appropriate agency name(s) and/or title of applicable Department of Homeland Security fraud hotline poster); and
(1) The website(s) or other contact information for obtaining the poster(s).)
(c) If the Contractor has implemented a business ethics and conduct awareness program, including a reporting mechanism, such as a hotline poster, then the
Contractor need not display any agency fraud hotline posters as required in paragraph (b) of this clause, other than any required DHS posters.
(d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (d), in all subcontracts that exceed the threshold specified
in Federal Acquisition Regulation 3.1004(b)(1) on the date of subcontract award, except when the subcontract—
(1) Is for the acquisition of a commercial product or commercial service; or
(2) Is performed entirely outside the United States.
(End of clause)

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC 2022) DFARS
52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 2014) FAR
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992) DFARS

252.204-7004 ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS (JAN 2023) DFARS

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (JAN 2023) DFARS

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEVIATION 2024-00013)
(MAY 2024) DFARS

(a) Definitions. As used in this clause

Adequate security means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or
modification of information.

Compromise means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or
unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.

Contractor attributional/proprietary information means information that identifies the contractor(s), whether directly or indirectly, by the grouping of
information that can be traced back to the contractor(s) (e.g., program description, facility locations), personally identifiable information, as well as trade
secrets, commercial or financial information, or other commercially sensitive information that is not customarily shared outside of the company.

Controlled technical information means technical information with military or space application that is subject to controls on the access, use, reproduction,
modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for
distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does

CONTINUED ON NEXT PAGE
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Part 12 Clauses (CONTINUED)

not include information that is lawfully publicly available without restrictions.

Covered contractor information system means an unclassified information system that is owned, or operated by or for, a contractor and that processes, stores,
or transmits covered defense information.

Covered defense information means unclassified controlled technical information or other information, as described in the Controlled Unclassified
Information (CUI)

Registry at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law,
regulations, and Governmentwide policies, and is --

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or on behalf of DoD in support of the
performance of the contract; or

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract.

Cyber incident means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effect on an
information system and/or the information residing therein.

Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a manner that maintains the
integrity of the data.

Information system means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or
disposition of information.

Malicious software means computer software or firmware intended to perform an unauthorized process that will have adverse impact on the confidentiality,
integrity, or availability of an information system. This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well
as spyware and some forms of adware.

Media means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration
memory chips, and printouts onto which covered defense information is recorded, stored, or printed within a covered contractor information system.

Operationally critical support means supplies or services designated by the Government as critical for airlift, sealift, intermodal transportation services, or
logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation.

Rapidly report means within 72 hours of discovery of any cyber incident.

Technical information means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013, Rights in Technical Data
--Other Than Commercial Products and Commercial Services, regardless of whether or not the clause is incorporated in this solicitation or contract.
Examples of technical information include research and engineering data, engineering drawings, and associated lists, specifications, standards, process
sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and computer
software executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information systems. To provide adequate security, the
Contractor shall implement, at a minimum, the following information security protections:

(1) For covered contractor information systems that are part of an Information Technology (IT) service or system operated on behalf of the Government, the
following security requirements apply:

(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, Cloud Computing Services, of this contract.
(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere in this contract.

(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not
subject to the security requirement specified at paragraph (b)(1) of this clause, the following security requirements apply:

(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be subject to the security requirements in
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations”, Revision 2 (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171).

(i1)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 2017. For all contracts awarded prior to
October 1, 2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award,
of any security requirements specified by NIST SP 800-171 not implemented at the time of contract award.

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for consideration by the DoD CIO. The

CONTINUED ON NEXT PAGE
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Contractor need not implement any security requirement adjudicated by an authorized representative of the DoD CIO to be nonapplicable or to have an
alternative, but equally effective, security measure that may be implemented in its place.

(C) If the DoD CIO has previously adjudicated the contractor's requests indicating that a requirement is not applicable or that an alternative security measure
is equally effective, a copy of that approval shall be provided to the Contracting Officer when requesting its recognition under this contract.

(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit any covered defense information in performance of this
contract, the Contractor shall require and ensure that the cloud service provider meets security requirements equivalent to those established by the
Government for the Federal Risk and Authorization Management Program (FedRAMP) Moderate baseline (https://www.fedramp.gov/resources/documents/)
and that the cloud service provider complies with requirements in paragraphs (c) through (g) of this clause for cyber incident reporting, malicious software,
media preservation and protection, access to additional information and equipment necessary for forensic analysis, and cyber incident damage assessment.

(3) Apply other information systems security measures when the Contractor reasonably determines that information systems security measures, in addition to
those identified in paragraphs (b)(1) and (2) of this clause, may be required to provide adequate security in a dynamic environment or to accommodate
special circumstances (e.g., medical devices) and any individual, isolated, or temporary deficiencies based on an assessed risk or vulnerability. These
measures may be addressed in a system security plan.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense information residing therein,
or that affects the contractor's ability to perform the requirements of the contract that are designated as operationally critical support and identified in the
contract, the Contractor shall --

(1) Conduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised computers, servers,
specific data, and user accounts. This review shall also include analyzing covered contractor information system(s) that were part of the cyber incident, as
well as other information systems on the Contractor's network(s), that may have been accessed as a result of the incident in order to identify compromised
covered defense information, or that affect the Contractor's ability to provide operationally critical support; and

(i1) Rapidly report cyber incidents to DoD at https://dibnet.dod.mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a minimum, the required
elements at https://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the Contractor or subcontractor shall have or
acquire a DoD-approved medium assurance certificate to report cyber incidents. For information on obtaining a DoD-approved medium assurance certificate,
see https://public.cyber.mil/eca/.

(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious software in connection with a reported cyber incident, submit
the malicious software to DoD Cyber Crime Center (DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do not send the
malicious software to the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and protect images of all
known affected information systems identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at least 90 days from
the submission of the cyber incident report to allow DoD to request the media or decline interest.

(f) Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the Contractor shall provide DoD with access to
additional information equipment that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request that the Contractor
provide all of the damage assessment information gathered in accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect against the unauthorized use or release of
information obtained from the contractor (or derived from information obtained from the contractor) under this clause that includes contractor attributional/
proprietary information, including such information submitted in accordance with paragraph (c). To the maximum extent practicable, the Contractor shall
identify and mark attributional/proprietary information. In making an authorized release of such information, the Government will implement appropriate
procedures to minimize the contractor attributional/proprietary information that is included in such authorized release, seeking to include only that
information that is necessary for the authorized purpose(s) for which the information is being released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is obtained from the contractor (or
derived from information obtained from the contractor) under this clause that is not created by or for DoD is authorized to be released outside of DoD --

(1) To entities with missions that may be affected by such information;
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;

CONTINUED ON NEXT PAGE
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(3) To Government entities that conduct counterintelligence or law enforcement investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes (including with Defense Industrial Base (DIB) participants in
the program at 32 CFR part 236); or

(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a contract that includes the clause at 252.204-7009,
Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is obtained from the contractor (or derived
from information obtained from the contractor) under this clause that is created by or for DoD (including the information submitted pursuant to paragraph (c)
of this clause) is authorized to be used and released outside of DoD for purposes and activities authorized by paragraph

(i) of this clause, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based restrictions on the
Government's use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the interception, monitoring, access, use,
and disclosure of electronic communications and data.

(1) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this clause in no way abrogates the Contractor's
responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information systems as required by other applicable clauses of
this contract, or as a result of other applicable U.S. Government statutory or regulatory requirements.

(m) Subcontracts. The Contractor shall --

(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual instruments, for operationally critical support, or for which
subcontract performance will involve covered defense information, including subcontracts for commercial products or commercial services, without
alteration, except to identify the parties. The Contractor shall determine if the information required for subcontractor performance retains its identity as
covered defense information and will require protection under this clause, and, if necessary, consult with the Contracting Officer; and

(2) Require subcontractors to --

(1) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a NIST SP 800-171 security requirement to the
Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this clause; and

(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon as practicable,
when reporting a cyber incident to DoD as required in paragraph (c) of this clause.

(End of clause)

252.204-7014 LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION SUPPORT CONTRACTORS (JAN
2023) DFARS

52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) FAR
52.211-17 DELIVERY OF EXCESS QUANTITIES (SEP 1989) FAR

252.211-7003 ITEM UNIQUE IDENTIFICATION AND VALUATION (JAN 2023) DFARS

As prescribed in 211.274-5(a), use the following clause:

(a) Definitions. As used in this clause -

Automatic identification device means a device, such as a reader or interrogator, used to retrieve data encoded on machine-readable media.

Concatenated unique item identifier means -

(1) For items that are serialized within the enterprise identifier, the linking together of the unique identifier data elements in order of the issuing agency code,
enterprise identifier, and unique serial number within the enterprise identifier; or

(2) For items that are serialized within the original part, lot, or batch number, the linking together of the unique identifier data elements in order of the issuing
agency code; enterprise identifier; original part, lot, or batch number; and serial number within the original part, lot, or batch number.

Data matrix means a two-dimensional matrix symbology, which is made up of square or, in some cases, round modules arranged within a perimeter finder
pattern and uses the Error Checking and Correction 200 (ECC200) specification found within International Standards Organization (ISO)/International
Electrotechnical Commission (IEC) 16022.

CONTINUED ON NEXT PAGE
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Data qualifier means a specified character (or string of characters) that immediately precedes a data field that defines the general category or intended use of
the data that follows.

DoD recognized unique identification equivalent means a unique identification method that is in commercial use and has been recognized by DoD. All DoD
recognized unique identification equivalents are listed at Attps.//www.acq.osd.mil/asda/dpc/ce/ds/unique-id.html.

DoD item unique identification means a system of marking items delivered to DoD with unique item identifiers that have machine-readable data elements to
distinguish an item from all other like and unlike items. For items that are serialized within the enterprise identifier, the unique item identifier shall include
the data elements of the enterprise identifier and a unique serial number. For items that are serialized within the part, lot, or batch number within the
enterprise identifier, the unique item identifier shall include the data elements of the enterprise identifier; the original part, lot, or batch number; and the serial
number.

Enterprise means the entity (e.g., a manufacturer or vendor) responsible for assigning unique item identifiers to items.

Enterprise identifier means a code that is uniquely assigned to an enterprise by an issuing agency.

Government's unit acquisition cost means -

(1) For fixed-price type line, subline, or exhibit line items, the unit price identified in the contract at the time of delivery;

(2) For cost-type or undefinitized line, subline, or exhibit line items, the Contractor's estimated fully burdened unit cost to the Government at the time of
delivery; and

(3) For items produced under a time-and-materials contract, the Contractor's estimated fully burdened unit cost to the Government at the time of delivery.
Issuing agency means an organization responsible for assigning a globally unique identifier to an enterprise, as indicated in the Register of Issuing Agency
Codes for ISO/IEC 15459, located at http.//www.aimglobal.org/?Reg_Authority15459.

Issuing agency code means a code that designates the registration (or controlling) authority for the enterprise identifier.

Item means a single hardware article or a single unit formed by a grouping of subassemblies, components, or constituent parts.

Lot or batch number means an identifying number assigned by the enterprise to a designated group of items, usually referred to as either a lot or a batch, all
of which were manufactured under identical conditions.

Machine-readable means an automatic identification technology media, such as bar codes, contact memory buttons, radio frequency identification, or optical
memory cards.

Original part number means a combination of numbers or letters assigned by the enterprise at item creation to a class of items with the same form, fit,
function, and interface.

Parent item means the item assembly, intermediate component, or subassembly that has an embedded item with a unique item identifier or DoD recognized
unique identification equivalent.

Serial number within the enterprise identifier means a combination of numbers, letters, or symbols assigned by the enterprise to an item that provides for the
differentiation of that item from any other like and unlike item and is never used again within the enterprise.

Serial number within the part, lot, or batch number means a combination of numbers or letters assigned by the enterprise to an item that provides for the
differentiation of that item from any other like item within a part, lot, or batch number assignment.

Serialization within the enterprise identifier means each item produced is assigned a serial number that is unique among all the tangible items produced by
the enterprise and is never used again. The enterprise is responsible for ensuring unique serialization within the enterprise identifier.

Serialization within the part, lot, or batch number means each item of a particular part, lot, or batch number is assigned a unique serial number within that
part, lot, or batch number assignment. The enterprise is responsible for ensuring unique serialization within the part, lot, or batch number within the
enterprise identifier.

Type designation means a combination of letters and numerals assigned by the Government to a major end item, assembly or subassembly, as appropriate, to
provide a convenient means of differentiating between items having the same basic name and to indicate modifications and changes thereto.

Unique item identifier means a set of data elements marked on items that is globally unique and unambiguous. The term includes a concatenated unique item
identifier or a DoD recognized unique identification equivalent.

Unique item identifier type means a designator to indicate which method of uniquely identifying a part has been used. The current list of accepted unique
item identifier types is maintained at Attps.//www.acq.osd.mil/asda/dpc/ce/ds/unique-id.html .

(b) The Contractor shall deliver all items under a contract line, subline, or exhibit line item.

(¢) Unique item identifier.

(1) The Contractor shall provide a unique item identifier for the following:

(i) Delivered items for which the Government's unit acquisition cost is $5,000 or more, except for the following line items

Contract Line, Subline, or
Exhibit Line ltem Number Item Description

(i1) Items for which the Government's unit acquisition cost is less than $5,000 that are identified in the Schedule or the following table:

Contract Line, Subline, or
Exhibit Line ltem Number Item Description

(iii) Subassemblies, components, and parts embedded within delivered items, items with warranty requirements, DoD serially managed reparables and DoD

CONTINUED ON NEXT PAGE
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serially managed nonreparables as specified in Attachment Number .

(iv) Any item of special tooling or special test equipment as defined in FAR 2.101 that have been designated for preservation and storage for a Major
Defense Acquisition Program as specified in Attachment Number .

(v) Any item not included in paragraphs (c)(1)(i), (ii), (iii), or (iv) of this clause for which the contractor creates and marks a unique item identifier for
traceability.

(2) The unique item identifier assignment and its component data element combination shall not be duplicated on any other item marked or registered in the
DoD Item Unique Identification Registry by the contractor.

(3) The unique item identifier component data elements shall be marked on an item using two dimensional data matrix symbology that complies with ISO/
IEC International Standard 16022, Information technology - International symbology specification - Data matrix; ECC200 data matrix specification.

(4) Data syntax and semantics of unique item identifiers. The Contractor shall ensure that -

(1) The data elements (except issuing agency code) of the unique item identifier are encoded within the data matrix symbol that is marked on the item using
one of the following three types of data qualifiers, as determined by the Contractor:

(A) Application Identifiers (Als) (Format Indicator 05 of ISO/IEC International Standard 15434), in accordance with ISO/IEC International Standard 15418,
Information Technology - EAN/UCC Application Identifiers and Fact Data Identifiers and Maintenance and ANSI MH 10.8.2 Data Identifier and
Application Identifier Standard.

(B) Data Identifiers (DIs) (Format Indicator 06 of ISO/IEC International Standard 15434), in accordance with ISO/IEC International Standard 15418,
Information Technology - EAN/UCC Application Identifiers and Fact Data Identifiers and Maintenance and ANSI MH 10.8.2 Data Identifier and
Application Identifier Standard.

(C) Text Element Identifiers (TEIs) (Format Indicator 12 of ISO/IEC International Standard 15434), in accordance with the Air Transport Association
Common Support Data Dictionary; and

(i1) The encoded data elements of the unique item identifier conform to the transfer structure, syntax, and coding of messages and data formats specified for
Format Indicators 05, 06, and 12 in ISO/IEC International Standard 15434, Information Technology-Transfer Syntax for High Capacity Automatic Data
Capture Media.

(5) Unique item identifier.

(i) The Contractor shall -

(A) Determine whether to -

(1) Serialize within the enterprise identifier;

(2) Serialize within the part, lot, or batch number; or

(3) Use a DoD recognized unique identification equivalent (e.g. Vehicle Identification Number); and

(B) Place the data elements of the unique item identifier (enterprise identifier; serial number; DoD recognized unique identification equivalent; and for
serialization within the part, lot, or batch number only: Original part, lot, or batch number) on items requiring marking by paragraph (c)(1) of this clause,
based on the criteria provided in MIL-STD-130, Identification Marking of U.S. Military Property, latest version;

(C) Label shipments, storage containers and packages that contain uniquely identified items in accordance with the requirements of MIL-STD-129, Military
Marking for Shipment and Storage, latest version; and

(D) Verify that the marks on items and labels on shipments, storage containers, and packages are machine readable and conform to the applicable standards.
The contractor shall use an automatic identification technology device for this verification that has been programmed to the requirements of Appendix A,
MIL-STD-130, latest version.

(i1) The issuing agency code -

(A) Shall not be placed on the item; and

(B) Shall be derived from the data qualifier for the enterprise identifier.

(d) For each item that requires item unique identification under paragraph (c)(1)(i), (ii), or (iv) of this clause or when item unique identification is provided
under paragraph (c)(1)(v), in addition to the information provided as part of the Material Inspection and Receiving Report specified elsewhere in this
contract, the Contractor shall report at the time of delivery, as part of the Material Inspection and Receiving Report, the following information:

(1) Unique item identifier.

(2) Unique item identifier type.

(3) Issuing agency code (if concatenated unique item identifier is used).

(4) Enterprise identifier (if concatenated unique item identifier is used).

(5) Original part number (if there is serialization within the original part number).

(6) Lot or batch number (if there is serialization within the lot or batch number).

(7) Current part number (optional and only if not the same as the original part number).

(8) Current part number effective date (optional and only if current part number is used).

(9) Serial number (if concatenated unique item identifier is used).

(10) Government's unit acquisition cost.

(11) Unit of measure.

(12) Type designation of the item as specified in the contract schedule, if any.

(13) Whether the item is an item of Special Tooling or Special Test Equipment.

(14) Whether the item is covered by a warranty.

(e) For embedded subassemblies, components, and parts that require DoD item unique identification under paragraph (c)(1)(iii) of this clause or when item
unique identification is provided under paragraph (c)(1)(v), the Contractor shall report as part of the Material Inspection and Receiving Report specified
elsewhere in this contract, the following information:

(1) Unique item identifier of the parent item under paragraph (c)(1) of this clause that contains the embedded subassembly, component, or part.

(2) Unique item identifier of the embedded subassembly, component, or part.

(3) Unique item identifier type.**

(4) Issuing agency code (if concatenated unique item identifier is used).**

CONTINUED ON NEXT PAGE
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(5) Enterprise identifier (if concatenated unique item identifier is used).**

(6) Original part number (if there is serialization within the original part number).**

(7) Lot or batch number (if there is serialization within the lot or batch number).**

(8) Current part number (optional and only if not the same as the original part number).**

(9) Current part number effective date (optional and only if current part number is used).**

(10) Serial number (if concatenated unique item identifier is used).**

(11) Description.

** Once per item.

(f) The Contractor shall submit the information required by paragraphs (d) and (e) of this clause as follows:

(1) End items shall be reported using the receiving report capability in Wide Area WorkFlow (WAWF) in accordance with the clause at 252.232-7003. If
WAWEF is not required by this contract, and the contractor is not using WAWF, follow the procedures at http://dodprocurementtoolbox.com/site/uidregistry/.
(2) Embedded items shall be reported by one of the following methods -

(1) Use of the embedded items capability in WAWF;

(i1) Direct data submission to the IUID Registry following the procedures and formats at http://dodprocurementtoolbox.com/site/uidregistry/; or rmats at
http://dodprocurementtoolbox.com/site/uidregistry/; or

(ii1) Via WAWEF as a deliverable attachment for exhibit line item number (fill in) , Unique Item Identifier Report for Embedded Items, Contract Data
Requirements List, DD Form 1423.

(g) Subcontracts. If the Contractor acquires by subcontract any item(s) for which item unique identification is required in accordance with paragraph (c)(1) of
this clause, the Contractor shall include this clause, including this paragraph (g), in the applicable subcontract(s), including subcontracts for commercial
products or commercial services.

(End of clause)
C03 CONTRACTOR RETENTION OF SUPPLY CHAIN TRACEABILITY DOCUMENTATION (MAR 2023)
C01 SUPERSEDED PART NUMBERED ITEMS (SEP 2016)

252.215-7014 EXCEPTION FROM CERTIFIED COST OR PRICING DATA REQUIREMENTS FOR FOREIGN MILITARY SALES INDIRECT
OFFSETS (DEC 2022) DFARS

52.222-26 EQUAL OPPORTUNITY (SEP 2016) FAR
52.222-50 COMBATING TRAFFICKING IN PERSONS (NOV 2021) FAR

252.223-7009 PROHIBITION OF PROCUMENT OF FLOURINATED AQUEOUS FILM-FORMING FOAM FIRE-FIGHTING AGENT FOR
USE ON MILITARY INSTALLATIONS (OCT 2023) FAR

252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM - BASIC (FEB 2024) DFARS
252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM — ALTERNATE 1 (FEB 2024) DFARS
252.225-7002 QUALIFYING COUNTRY SOURCES AS SUBCONTRACTORS (MAR 2022) DFARS

252.225-7012 PREFERENCE FOR CERTAIN DOMESTIC COMMODITIES (APR 2022) DFARS

(a) Definitions. As used in this clause --

“Component” means any item supplied to the Government as part of an end product or of another component.
“End product” means supplies delivered under a line item of this contract.

"Qualifying country” means a country with a reciprocal defense procurement memorandum of understanding or international agreement with
the United States in which both countries agree to remove barriers to purchases of supplies produced in the other country or services
performed by sources of the other country, and the memorandum or agreement complies, where applicable, with the requirements of section
36 of the Arms Export Control Act (22 U.S.C. 2776) and with 10 U.S.C. 2457. Accordingly, the following are qualifying countries:

Australia
Austria

Belgium
Canada

Czech Republic

CONTINUED ON NEXT PAGE
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Denmark

Egypt

Estonia

Finland

France

Germany

Greece

Israel

Italy

Japan

Latvia

Lithuania

Luxembourg

Netherlands

Norway

Poland

Portugal

Slovenia

Spain

Sweden

Switzerland

Turkey

United Kingdom of Great Britain and Northern Ireland.
“Structural component of a tent” --

(1) Means a component that contributes to the form and stability of the tent (e.g., poles, frames, flooring, guy ropes, pegs); and

(2) Does not include equipment such as heating, cooling, or lighting.
“United States” means the 50 States, the District of Columbia, and outlying areas.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national
status under the laws of the United States.

(b) The Contractor shall deliver under this contract only such of the following items, either as end products or components, that have been
grown, reprocessed, reused, or produced in the United States:

(1) Food.

(2) Clothing and the materials and components thereof, other than sensors, electronics, or other items added to, and not normally
associated with, clothing and the materials components thereof. Clothing includes items such as outerwear, headwear, underwear,
nightwear. footwear, hosiery, handwear, belts, badges, and insignia.

(3)(i) Tents and structural components of tents;
(i) Tarpaulins; or
(iii) Covers.
(4) Cotton and other natural fiber products.
(5) Woven silk or woven silk blends.
(6) Spun silk yarn for cartridge cloth.
(7) Synthetic fabric, and coated synthetic fabric, including all textile fibers and yarns that are for use in such fabrics.
(8) Canvas products.
(9) Wool (whether in the form of fiber or yarn or contained in fabrics, materials, or manufactured articles).

(10) Any item of individual equipment (Federal Supply Class 8465) manufactured from or containing fibers, yarns, fabrics, or materials listed
in this paragraph (b).

(c) This clause does not apply --
(1) To items listed in section 25.104(a) of the Federal Acquisition Regulation, or other items for which the Government has determined that
CONTINUED ON NEXT PAGE
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a satisfactory quality and sufficient quantity cannot be acquired as and when needed at U.S. market prices;

(2) To incidental amounts of cotton, other natural fibers, or wool incorporated in an end product, for which the estimated value of the cotton,
other natural fibers, or wool --

(i) Is not more than 10 percent of the total price of the end product; and
(ii) Does not exceed the threshold at Defense Federal Acquisition Regulation Supplement 225.7002-2(a);
(3) To waste and byproducts of cotton or wool fiber for use in the production of propellants and explosives;

(4) To foods, other than fish, shellfish, or seafood, that have been manufactured or processed in the United States, regardless of where the
foods (and any component if applicable) were grown or produced. Fish, shellfish, or seafood manufactured or processed in the United
States and fish, shellfish, or seafood contained in foods manufactured or processed in the United States shall be provided in accordance
with paragraph (d) of this clause;

(5) To chemical warfare protective clothing produced in a qualifying country; or

(6) To fibers and yarns that are for use in synthetic fabric or coated synthetic fabric (but does apply to the synthetic or coated synthetic
fabric itself), if --

(i) The fabric is to be used as a component of an end product that is not a textile product. Examples of textile products, made in whole or
in part of fabric, include %

(A) Draperies, floor coverings, furnishings, and bedding (Federal Supply Group 72, Household and Commercial Furnishings and
Appliances);

(B) ltems made in whole or in part of fabric in Federal Supply Group 83, Textile/leather/furs/apparel/findings/tents/flags, or Federal
Supply Group 84, Clothing, Individual Equipment and Insignia;

(C) Upholstered seats (whether for household, office, or other use); and

(D) Parachutes (Federal Supply Class 1670); or
(ii) The fibers and yarns are para-aramid fibers and continuous filament para-aramid yarns manufactured in a qualifying country.
(d)(1) Fish, shellfish, and seafood delivered under this contract, or contained in foods delivered under this contract --

(i) Shall be taken from the sea by U.S.-flag vessels; or

(ii) If not taken from the sea, shall be obtained from fishing within the United States; and
(2) Any processing or manufacturing of the fish, shellfish, or seafood shall be performed on a U.S.-flag vessel or in the United States.

(End of clause)

52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (MAR 2023) FAR

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (JAN 2023) DFARS

As prescribed in 232.7004 (b), use the following clause:

(a) Definitions. As used in this clause -

Department of Defense Activity Address Code (DoDAAC) is a six position code that uniquely identifies a unit, activity, or organization.

Document type means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).

Local processing office (LPO) is the office responsible for payment certification when payment certification is done external to the entitlement system.
Payment request and receiving report are defined in the clause at 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(b) Electronic invoicing. The WAWF system provides the method to electronically process vendor payment requests and receiving reports, as authorized by
Defense Federal Acquisition Regulation System (DFARS) 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(c) WAWF access. To access WAWF, the Contractor shall -

(1) Have a designated electronic business point of contact in the System for Award Management at https://www.sam.gov and

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-registration available at this Web site.

(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice Training Site
before submitting payment requests through WAWEF. Both can be accessed by selecting the “Web Based Training” link on the WAWF home page at https://
wawf.eb.mil/.

(e) WAWF methods of document submission. Document submissions may be via Web entry, Electronic Data Interchange, or File Transfer Protocol.

(f) WAWF payment instructions. The Contractor shall use the following information when submitting payment requests and receiving reports in WAWF for
this contract or task or delivery order:

(1) Document type. The Contractor shall submit payment requests using the following document type(s):

(i) For cost-type line items, including labor-hour or time-and-materials, submit a cost voucher.

(ii) For fixed price line items -

(A) That require shipment of a deliverable, submit the invoice and receiving report specified by the Contracting Officer.

(Contracting Officer: Insert applicable invoice and receiving report document type(s) for fixed price line items that require shipment of a deliverable.)

(B) For services that do not require shipment of a deliverable, submit either the Invoice 2inl, which meets the requirements for the invoice and receiving
report, or the applicable invoice and receiving report, as specified by the Contracting Officer.
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(Contracting Officer: Insert either “Invoice 2inl” or the applicable invoice and receiving report document type(s) for fixed price line items for services.)
(iii) For customary progress payments based on costs incurred, submit a progress payment request.

(iv) For performance based payments, submit a performance based payment request.

(v) For commercial financing, submit a commercial financing request.

(2) Fast Pay requests are only permitted when Federal Acquisition Regulation (FAR) 52.213-1 is included in the contract.

[Note: The Contractor may use a WAWF “combo” document type to create some combinations of invoice and receiving report in one step.]

(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF when creating
payment requests and receiving reports in the system.

Routing Data Table *

Field Name in WAWF Datato be entered in Guidance

Pay Official DODAAC (If blank, see resulting
award)

Issue By DoDAAC (If blank, see resulting
award)

Admin DoDAAC (If blank, see resulting
award)

Inspect By DoDAAC (If blank, see resulting
award)

Ship To Code (If blank, see resulting
award)

Ship From Code (If blank, see resulting
award)

Mark For Code (If blank, see resulting
award)

Service Approver (If blank, see resulting
(DoDAAC) award)

Service Acceptor (If blank, see resulting
(DoDAAC) award)

Accept at Other DODAAC (If blank, see resulting
award)

LPO DoDAAC (If blank, see resulting
award)

DCAA Auditor DODAAC (If blank, see resulting
award)

Other DoDAAC(s) (If blank, see resulting
award)

(* Contracting Officer: Insert applicable DODAAC information. If multiple ship to/acceptance locations apply, insert “See Schedule” or “Not applicable.”)
(** Contracting Officer: If the contract provides for progress payments or performance-based payments, insert the DoODAAC for the contract administration
office assigned the functions under FAR 42.302(a)(13).)

(4) Payment request. The Contractor shall ensure a payment request includes documentation appropriate to the type of payment request in accordance with
the payment clause, contract financing clause, or Federal Acquisition Regulation 52.216-7, Allowable Cost and Payment, as applicable.

(5) Receiving report. The Contractor shall ensure a receiving report meets the requirements of DFARS Appendix F.

(g) WAWF point of contact. (1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity's WAWF
point of contact.

(Contracting Officer: Insert applicable information or “Not applicable.”)
(2) Contact the WAWF helpdesk at 866-618-5988, if assistance is needed.
(End of Clause)

252.232-7010 LEVIES ON CONTRACT PAYMENTS (DEC 2006) DFARS
52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR

52.242-17 GOVERNMENT DELAY OF WORK (APR 1984) FAR

CONTINUED ON NEXT PAGE
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252.244-7000 SUBCONTRACTS FOR COMMERCIAL PRODUCTS OR COMMERCIAL SERVICES (NOV 2023) DFARS
252.245-7005 MANAGEMENT AND REPORTING OF GOVERNMENT PROPERTY (JAN 2024) DFARS

252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE SYSTEM (JAN 2023) DFARS
252.246-7008 SOURCES OF ELECTRONIC PARTS (JAN 2023) DFARS

52.247-34 F.O.B. DESTINATION (NOV 1991) FAR

52.247-60 GUARANTEED SHIPPING CHARACTERISTICS (JAN 2017) FAR

(a) The offeror is requested to complete paragraph (a)(1) of this clause, for each part or component which is packed or packaged separately. This information
will be used to determine transportation costs for evaluation purposes. If the offeror does not furnish sufficient data in paragraph (a)(1) of this clause, to
permit determination by the Government of the item shipping costs, evaluation will be based on the shipping characteristics submitted by the offeror whose
offer produces the highest transportation costs or in the absence thereof, by the Contracting Officer's best estimate of the actual transportation costs. If the
item shipping costs, based on the actual shipping characteristics, exceed the item shipping costs used for evaluation purposes, the Contractor agrees that the
contract price shall be reduced by an amount equal to the difference between the transportation costs actually incurred, and the costs which would have been
incurred if the evaluated shipping characteristics had been accurate.

(1) To be completed by the offeror:
(i) Type of container: Wood Box [ ] Fiber Box [ ], Barrel [ ], Reel [ ], Drum [ ], Other (Specity) ;
(i1) Shipping configuration: Knocked-down [ ], Set-up [ ], Nested [ ], Other (specity) ;
(iii) Size of container: ” (Length), x ” (Width), x ” (Height) = Cubic Ft;
(iv) Number of items per container each;
(v) Gross weight of container and contents Lbs;
(vi) Palletized/skidded [ ] Yes [ ] No;
(vii) Number of containers per pallet/skid ;
(viii) Weight of empty pallet bottom/skid and sides Lbs;
(ix) Size of pallet/skid and contents Lbs Cube ;
(x) Number of containers or pallets/skids per railcar *
(A) Size of railcar
(B) Type of railcar
(xi) Number of containers or pallets/skids per trailer *
(A) Size of trailer Ft
(B) Type of trailer
* Number of complete units (line item) to be shipped in carrier's equipment.
(2) To be completed by the Government after evaluation but before contract award:
(i) Rate used in evaluation ;
(ii) Tender/Tariff ;
(iii) Item .
(b) The guaranteed shipping characteristics requested in paragraph (a)(1) of this clause do not establish actual transportation requirements, which are
specified elsewhere in this solicitation. The guaranteed shipping characteristics will be used only for the purpose of evaluating offers and establishing any

liability of the successful offeror for increased transportation costs resulting from actual shipping characteristics which differ from those used for evaluation
in accordance with paragraph (a) of this clause.

(End of clause)

252.247-7023 TRANSPORATION OF SUPPLIES BY SEA --- BASIC (JAN 2023) DFARS

Basic. As prescribed in 247.574 (b) and (b)(1), use the following clause:

(a) Definitions. As used in this clause --

“Components” means articles, materials, and supplies incorporated directly into end products at any level of manufacture, fabrication, or assembly by the
Contractor or any subcontractor.

“Department of Defense” (DoD) means the Army, Navy, Air Force, Marine Corps, and defense agencies.

“Foreign-flag vessel” means any vessel that is not a U.S.-flag vessel.

“Ocean transportation” means any transportation aboard a ship, vessel, boat, barge, or ferry through international waters.

“Subcontractor” means a supplier, materialman, distributor, or vendor at any level below the prime contractor whose contractual obligation to perform results
from, or is conditioned upon, award of the prime contract and who is performing any part of the work or other requirement of the prime contract.

CONTINUED ON NEXT PAGE
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“Supplies” means all property, except land and interests in land, that is clearly identifiable for eventual use by or owned by the DoD at the time of
transportation by sea.

(i) Anitem is clearly identifiable for eventual use by the DoD if, for example, the contract documentation contains a reference to a DoD contract number or
a military destination.

(i) “Supplies” includes (but is not limited to) public works; buildings and facilities; ships; floating equipment and vessels of every character, type, and
description, with parts, subassemblies, accessories, and equipment; machine tools; material; equipment; stores of all kinds; end items; construction materials;
and components of the foregoing.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national status under the
laws of the United States.

(b)(1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this contract.

(2) A subcontractor transporting supplies by sea under this contract shall use U.S.-flag vessels if --

(i) This contract is a construction contract; or

(i) The supplies being transported are --

(A) Noncommercial items; or

(B) Commercial items that --

(1) The Contractor is reselling or distributing to the Government without adding value (generally, the Contractor does not add value to items that it
subcontracts for f.0.b. destination shipment);

(2) Are shipped in direct support of U.S. military contingency operations, exercises, or forces deployed in humanitarian or peacekeeping operations; or
(3) Are commissary or exchange cargoes transported outside of the Defense Transportation System in accordance with 10 U.S.C. 2643.

(c) The Contractor and its subcontractors may request that the Contracting Officer authorize shipment in foreign-flag vessels, or designate available U.S.-
flag vessels, if the Contractor or a subcontractor believes that --

(1) U.S.-flag vessels are not available for timely shipment;
(2) The freight charges are inordinately excessive or unreasonable; or
(3) Freight charges are higher than charges to private persons for transportation of like goods.

(d) The Contractor must submit any request for use of foreign-flag vessels in writing to the Contracting Officer at least 45 days prior to the sailing date
necessary to meet its delivery schedules. The Contracting Officer will process requests submitted after such date(s) as expeditiously as possible, but the
Contracting Officer's failure to grant approvals to meet the shipper's sailing date will not of itself constitute a compensable delay under this or any other
clause of this contract. Requests shall contain at a minimum --

(1) Type, weight, and cube of cargo;

(2) Required shipping date;

(3) Special handling and discharge requirements;

(4) Loading and discharge points;

(5) Name of shipper and consignee;

(6) Prime contract number; and

(7) A documented description of efforts made to secure U.S.-flag vessels, including points of contact (with names and telephone numbers) with at least two
U.S.-flag carriers contacted. Copies of telephone notes, telegraphic and facsimile message or letters will be sufficient for this purpose.

(e) The Contractor shall, within 30 days after each shipment covered by this clause, provide the Contracting Officer and the Maritime Administration, Office
of Cargo Preference, U.S. Department of Transportation, 400 Seventh Street SW, Washington, DC 20590, one copy of the rated on board vessel operating
carrier's ocean bill of lading, which shall contain the following information:

(1) Prime contract number;

(2) Name of vessel;

(3) Vessel flag of registry;

(4) Date of loading;

(5) Port of loading;

(6) Port of final discharge;

(7) Description of commodity;

(8) Gross weight in pounds and cubic feet if available;

(9) Total ocean freight in U.S. dollars; and

(10) Name of steamship company.

(f) If this contract exceeds the simplified acquisition threshold, the Contractor shall provide with its final invoice under this contract a representation that to
the best of its knowledge and belief --

(1) No ocean transportation was used in the performance of this contract;

(2) Ocean transportation was used and only U.S.-flag vessels were used for all ocean shipments under the contract;

(3) Ocean transportation was used, and the Contractor had the written consent of the Contracting Officer for all foreign-flag ocean transportation; or(4)
Ocean transportation was used and some or all of the shipments were made on foreign-flag vessels without the written consent of the Contracting Officer.
The Contractor shall describe these shipments in the following format:

CONTRACT LINE

* ITEM DESCRIPTION ITEMS

QUANTITY

TOTAL

(g) If this contract exceeds the simplified acquisition threshold and the final invoice does not include the required representation, the Government will reject
and return it to the Contractor as an improper invoice for the purposes of the Prompt Payment clause of this contract. In the event there has been unauthorized
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use of foreign-flag vessels in the performance of this contract, the Contracting Officer is entitled to equitably adjust the contract, based on the unauthorized
use.

(h) If the Contractor indicated in response to the solicitation provision, Representation of Extent of Transportation by Sea, that it did not anticipate
transporting by sea any supplies; however, after the award of this contract, the Contractor learns that supplies will be transported by sea, the Contractor shall

(1) Notify the Contracting Officer of that fact; and
(2) Comply with all the terms and conditions of this clause.
(1) In the award of subcontracts, for the types of supplies described in paragraph (b)(2) of this clause, including subcontracts for commercial items, the
Contractor shall flow down the requirements of this clause as follows:
(1) The Contractor shall insert the substance of this clause, including this paragraph (i), in subcontracts that exceed the simplified acquisition threshold in
part 2 of the Federal Acquisition Regulation.
(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this paragraph (i), in subcontracts that are at or below the
simplified acquisition threshold in part 2 of the Federal Acquisition Regulation.

(End of clause)

52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) (APR 1984) FAR

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) FAR

As prescribed in 52.107(b), insert the following clause:

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting
Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

FAR: https://www.acquisition.gov/?q=browsefar

DFARS: https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html

DLAD: http://www.dla.mil/HQ/Acquisition/Offers/DLAD.aspx

(End of clause)
52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES
(JAN 2023) DFARS

52.204-27 PROHIBITION ON A BYTEDANCE COVERED APPLICATION (JUN 2023) FAR

52.204-28 FEDERAL ACQUISITION SUPPLY CHAIN SECURITY ACT ORDERS -- FEDERAL SUPPLY SCHEDULES,
GOVERNMENTWIDE ACQUISITION CONTRACTS, AND MULTI--AGENCY CONTRACTS (DEC 2023) FAR

52.204-30 FEDERAL ACQUISITION SUPPLY CHAIN SECURITY ACT ORDERS -- PROHIBITION (DEC 2023) FAR

52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013) FAR
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